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1. Introduction
New communication technologies
(particularly the Universal Mobile
Telephone System – UMTS) as well as
an increasing convergence of wireless
devices integrating telephony, orga-
nizer functionality, and accurate
localization by means of the Global
Postitioning System (GPS) will make
current Wireless Applications Protocol
(WAP) and iMode technology faster,
more reliable, and more user-friendly.
Studies show that in 2005 wireless
devices will be the most frequently
used means for efficiently accessing
3rd generation services. The market
will be dominated by so-called Loca-
tion Based Services (LBS) – services
tailored to time, place, context and
user’s preferences.

Since current efforts to realize
secure M-Commerce remain limited
in scope, the MOBILE project aims to
develop an agent-based platform for
the day-to-day deployment of multi-
laterally secure dynamic services
which are dependent on the user’s
time, place, and context. By taking
personal preferences and settings
into account, an individualized selec-
tion of available services can be
offered. Ontologies with semantic
knowledge will be used to support
agent communication and to
enhance personalization.

Security requirements and data
protection issues for both service
provider (e.g. authentication, reliable
billing) and customer (e.g. control over
personal profile data) need to be
combined under the concept of mul-
tilateral security. Personal wireless
devices will therefore have multilaterally
secure communications, localization,
and navigational functions. Transpar-
ent use of Public Key Infrastructures
(PKI) and consistent use of digital sig-
natures identifying services and users
are therefore mandatory. The platform’s
capabilities are demonstrated within

the context of a tourism scenario. Our
demonstrator shows how a traveler
can access a variety of services. The
services on offer are dependent on
his current user role and context, for
example, if he is traveling for business
or pleasure. A tailor-made sightseeing
tour can, for instance, cater to his par-
ticular interests and address time con-
straints. Agent technology will enable
relevant information on the traveler’s
immediate surroundings to be auto-
matically delivered to him on the basis
of his location determined by GPS.

2. Approach
Presently, there is a wide range of
information available on the Internet
stored in disjoint databases which to
date can only be queried individually.
Additionally, such publicly accessible
databases are typically designed for
proprietary access which may only be
available on a limited number of
computing platforms. Therefore, the
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Individuelle orts-, zeit- und kon-
textabhängige Dienste haben sich
zu einem großen Hoffnungsträger
im Mobilbereich entwickelt.
Sowohl heutige Endgeräte- und
Übertragungstechnologie als auch
Sicherheitsmaßnahmen auf Appli-
kationsebene bieten jedoch nur
unzureichende bis lückenhafte
integrierte Mechanismen, um ein
ausgewogenes Sicherheitskonzept
zu ermöglichen, das sowohl Nut-
zer als auch Service-Anbieter in
solch einem Szenario berücksich-
tigt. Daher umfasst das Projektziel
von MOBILE die Entwicklung einer
Plattform, die ein mehrseitig siche-
res, dynamisches und individuelles
Angebot an orts-, zeit- und kon-
textabhängigen Diensten im tägli-
chen Einsatz ermöglicht. Durch die
Berücksichtigung persönlicher Prä-
ferenzen und Profile wird dem
Nutzer auf dieser Basis eine indivi-
duell angepasste Auswahl verfüg-
barer Dienste angeboten. Der Ein-
satz des Multi-Agenten-Systems
SeMoA als Middleware, die zahl-
reiche inhärente Sicherheitsme-
chanismen zur Verfügung stellt,
trägt einen wesentlichen Anteil
zur Realisierung einer mehrseitig
sicheren Plattform bei. Die Nut-
zung einer Ontologie wird darüber
hinaus die Inter-Agenten-Kommu-
nikation unterstützen.
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Figure 1: MOBILE-Portal on a Compaq iPAQ
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challenge remains to optimize the
query methods of these discrete data
sources so that information can be
combined in order to achieve maxi-
mum benefit for the user. To this
end, we propose the creation of so-
called context-aware services.

We define this term as tailor-made
services delivered to the user on the
basis of a number of factors, which
are as follows: user’s current location,
user preferences based on a personal
profile reflecting his/her usual habits,
time of query, and type of device to
which service is being delivered.
Thus, context-aware services can be
seen as the next logical development
of currently well-established location-
based services. Commonly, these
integrate multiple disjunctive data
sources in order to fulfill their task.

Since it is no longer a problem to
store large volumes of data, the prob-
lem has shifted towards the question
of how to find specific information.
Moreover, querying of different data-
bases with totally incompatible table
structures or even different storage
concepts is a major problem, which
has not yet been solved satifactorily.

We use secure mobile software
agents as proactive components that
realize the combination of data
sources according to their current task.
Mobile agents offer the best solution
due to their benefits regarding secu-
rity, flexibility, and data compression.

We suggest a specific agent for each
type of query in an application. If a
query task has to be performed, the
corresponding agent will be instanti-
ated, migrate to a number of data
sources, and return with a report
which aggregates the results of its
queries. Since it is sufficient for each
agent to know the structure of the
small number of specific databases it
is working on to perform the query
task, the development becomes very
effective, scalable, and therefore
manageable on a large scale.

The conjunction of two data
sources becomes even more valuable
when context-specific queries become
involved as defined above. Besides,
information about current time and
the user’s location usually used to
provide location-based services, infor-
mation about the user’s current situ-
ation, his habits and needs allows us
to focus the query on a small subset
of available data and thereby enables
effective context-aware data mining
as an extension to »common« loca-
tion-based services.

In other words: depending on the
current user’s context, a specific
agent creates an application-specific
link between two or more databases.
This link exists just as long as the
agent has to be active to provide the
information. Of course, an agent could
communicate its »experience« to
other agents before it is terminated,

but since the user’s context is highly
dynamic as well, one would usually
want to renew these database links
for each query.

3. Architecture
To optimize the initialization process
of services, the personal agent keeps
track of the user’s preferences. These
include generic user preferences, pro-
gram settings, and productive data
such as calendar, phonebook, or diary.
Agents will query the profile database
via the personal agent if they require
certain information about the user. A
user will therefore not be inconve-
nienced by information requests unless
a requested piece of information cannot
be found in the profile. In this case it
is the task of the personal agent as
the interactive component to request
the required information from the
user. Of course the user has the pos-
sibility to alter generated settings auto-
matically, add new settings, or delete
particular entries from the profile. The
underlying infrastructure implicitly
defines several logical places, separated
by means of different security domains,
and is described in the following.

Mobile device
The mobile device acts as the stan-
dard unit of execution for the user’s
needs. Usually it has limited computing
power, but high connectivity. It
stores only the information which is
actually needed and which enables
the user to continue work even if a
network connection is not available.
The mobile device could be equipped
with additional (generally pluggable)
extensions, such as GPS receivers or
smartcard readers.

User’s home base
The home base maintains the user’s
personal profile through the personal
agent. The user is always reachable
by means of his home base since it
remembers the mobile device that
was most recently. Moreover, fre-
quently used services can be installed
on this host by means of mobile
agent code. Administration of services
as well as access to the personal 
profile is done through the user’s
personal web portal provided by the
home base to which (authorized)
access may be gained via the Internet.

Figure 2: The MOBILE architecture
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MOBILE platform
The MOBILE platform serves as a por-
tal to a variety of context-based ser-
vices and provides a pool of execution
servers that may be used by service
agents to compute their algorithms
and exchange information. Connect-
ed through this common middleware
layer, the user is able to download
desired services onto his home base
and subsequently query certified and
external services

Certified services
Certified services are provided by
contracted parties who allow service
agents local access to databases by
service agent through known and
unchanging interfaces. Service agents
are able to directly migrate to the
service provider’s hosts to process
information locally. The terms of use
are explicitly defined between user,
MOBILE platform, and service
provider in advance. The MOBILE
middleware layer thereby provides
security mechanisms to ensure com-
pliance with those terms of use.

External services
External services are more or less public
web services, which can be queried
by service agents residing on the home
base. In contrast to certified services,
availability and reliability is not ensured. 

Each of these components belongs
to the security domain of the opera-
tion authority. The mobile device and
the home base are typically controlled
by the user, whereas the MOBILE
platform, the hosts providing certi-
fied or external services are under
supervision of the respective provider.

This has two main advantages. First,
an agent is able to perform secure
computations in the user’s security
domain which lessens the malicious
host problem. Second, a service
provider keeps full control over his
data. He may implement any data
access policy he desires. This should
be kept in mind when developing
secure services, since frequent migra-
tions between these security domains
might be less expensive than most
algorithms against malicious hosts.

4. Ontology
As mentioned above, we use an
ontology as one example of a certified
service to provide detailed information
about art nouveau in the context of
our demonstrator (see Figure 3), on
the one hand. On the other hand, the
ontology is part of the MOBILE mid-
dleware, and thereby allows agents
to semantically map different search
results, extend or reduce the search
domain, and finally to improve the
exchange of knowledge by means of
inter-agent communication.

MOBILE is a project within the
BMBF (German Federal Ministry of
Education and Research) funded pro-
gramme »Living and Working in a
Networked World« with Fraunhofer
IPSI as project partner, and Fraunhofer
SIT as project coordinator.

Further information can be found at:
http://www.mobile-projekt.de
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Figure 3: Extract of
the ontology used in
our demonstrator


